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Cloud Compute

• In concept, it is a paradigm shift whereby details 
are abstracted from the users who no longer 
have need of, expertise in, or control over the 
technology infrastructure "in the cloud" that 
supports them.[2] Cloud computing describes a 
new supplement, consumption and delivery 
model for IT services based on the Internet, and 
it typically involves the provision of dynamically 
scalable and often virtualized resources as a 
service over the Internet -- Wikipedia









Cloud Providers

• Google AppEngine

• Microsoft Azure

• Sales Force

• Amazon AWS

• RackSpace

• Mobile Me

• SliceHost

• ……







































































































Setup Ubuntu on EC2

The Official AMI Ids are the following: 

ami-add9f2d9 ami-a1d9f2d5 eu-west-1 

ami-c954058c ami-3954057c us-west-1 

ami-27b35f4e ami-59b35f30 us-east-1 
8.04

Hardy Heron

ami-05c2e971 ami-2fc2e95b eu-west-1 

ami-cb2e7f8e ami-c32e7f86 us-west-1 

ami-55739e3c ami-bb709dd2 us-east-1 
9.10

Karmic Koala 

x86_64 i386 Region Release 

https://help.ubuntu.com/community/EC2StartersGuide



Twist the Ubuntu (1)

sudo useradd webuser
sudo useradd manager
sudo visudo

#ubuntu ALL=(ALL) NOPASSWD:ALL
%manager ALL=(ALL) ALL

sudo vi /etc/ssh/sshd_config
change port to 4000
change allowRootLogin to no
change allowUsers ubuntu
Protocol 2
PermitRootLogin no
PasswordAuthentication no
X11Forwarding no
UsePAM no
UseDNS no



Twist the Ubuntu (2)

sudo vi /etc/group
remove all ubuntu group
add manager to userful group

sudo vi /etc/passwd
change unnecessary user to use /bin/false



Twist the Ubuntu (3)

iptables -A INPUT -i lo -j ACCEPT
iptables -A INPUT -i ! lo -d 127.0.0.0/8 -j REJECT
iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A OUTPUT -j ACCEPT
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
iptables -A INPUT -p tcp --dport 443 -j ACCEPT
iptables -A INPUT -p tcp -m state --state NEW --dport 30000 -j ACCEPT
iptables -A INPUT -p icmp -m icmp --icmp-type 8 -j ACCEPT
iptables -A INPUT -j REJECT
iptables -A FORWARD -j REJECT

iptables-save > firewall.rules
vi /etc/network/interfaces

pre-up iptables-restore < /etc/firewall.rules



Twist the Ubuntu (4)

sudo apt-get update

sudo apt-get install apache2

sudo apt-get install libapache2-mod-php5 php5 php5-common php5-mysql

apt-get install ruby libopenssl-ruby



Bundle the AMI

• wget http://s3.amazonaws.com/ec2-downloads/ec2-ami-tools.zip

• ec2-bundle-vol -c /tmp/cert-yourcert.pem -k /tmp/pk-yourpk.pem -u 
youacc# -d /mnt -r i386 -e tmp -p yourapp --generate-fstab

• ec2-upload-bundle -b andapponline -m /mnt/yourapp.manifest.xml -a 
youracckey -s yoursecurityid

• ec-register andapponline/yourapp.manifest.xml

• http://docs.amazonwebservices.com/AmazonEC2/dg/2007-01-
19/bundling-an-ami.html



Bundle the EBS

download scripts from http://gist.github.com/249915#file_bundle_to_ebs.sh

edit bundle-to-ebs.sh with new name for AMI
run bundle-to-ebs.sh with Instance ID at local

run instance-to-ebs-ami.sh at remote as root

ec2-run-instances -n 1 -K ./.ec2/pk-yourpk.pem -C ./.ec2/cert-yourcert.pem -
t m1.small -b "/dev/sde=snap-id" -z us-east-1b ami-id



Install Java Runtime(1)

wget http://apache.mirror.rafal.ca/tomcat/tomcat-6/v6.0.20/bin/apache-tomcat-
6.0.20.zip

wget http://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-CDS_Developer-
Site/en_US/-/USD/VerifyItem-Start/jdk-6u17-linux-
i586.bin?BundledLineItemUUID=ApJIBe.ohwkAAAEmdz4asQG.&OrderID=PGZ
IBe.onD8AAAEmaT4asQG.&ProductID=lBFIBe.oSOMAAAEkGehn5G0y&FileN
ame=/jdk-6u17-linux-i586.bin

wget http://dev.mysql.com/get/Downloads/MySQL-5.1/mysql-5.1.42-linux-i686-
icc-glibc23.tar.gz/from/http://mirror.csclub.uwaterloo.ca/mysql/



Install Java Runtime(2)

wget tomcat
ln -s apache-tomcat /usr/local/tomcat

wget mysql
ln -s mysql-OS /usr/local/mysql
shell> groupadd mysql
shell> useradd -g mysql mysql
shell> cd /usr/local
shell> gunzip < /path/to/mysql-VERSION-OS.tar.gz | tar xvf -
shell> ln -s full-path-to-mysql-VERSION-OS mysql
shell> cd mysql
shell> chown -R mysql .
shell> chgrp -R mysql .
shell> scripts/mysql_install_db --user=mysql
shell> chown -R root .
shell> chown -R mysql data
shell> bin/mysqld_safe --user=mysql &



Twist MySQL(1)

shell> mysqladmin -u root password “password"
shell> mysqladmin -p -u root -h host_name password “password"

shell> mysql -p -u root
mysql> DROP USER ''@'localhost';
mysql> select * from mysql.user;  //drop all unnecessary users

drop database test
CREATE DATABASE yourDB DEFAULT CHARACTER SET utf8 DEFAULT 
COLLATE utf8_general_ci;

create user ‘youruser'@'localhost' identified by ‘passwordxxx'
GRANT ALL PRIVILEGES ON youruser.* TO ‘yourDB'@'localhost';

cp support_files/mysql.server to /etc/init.d/mysql
mkdir /var/run/mysqld
chown mysql.mysql /var/run/mysqld
update_rc.d mysql defaults



Twist MySQL(2)

Backup
./mysqldump --opt -u root yourDB | gzip > 
/home/manager/backup/yourDB/sql/201020801.dump.gz

./mysqldump --opt --no-data -u root -p yourDB | gzip > 
/home/manager/backup/ yourDB /sql/2010020801.nodata.gz

restore
mysql yourDB < /home/manager/backup/sql/[backup_file].dump



Twist Apache(1)
download mod_jk ; mv mod_jk.so to /usr/lib/apache2/moduels
vi /etc/apache2/mods-available/jk.conf

<IfModule mod_jk.c>
JkWorkersFile /etc/apache2/workers.properties

# JkOptions indicate to send SSL KEY SIZE,
JkOptions +ForwardKeySize +ForwardURICompat -

ForwardDirectories

# JkRequestLogFormat set the request format
JkRequestLogFormat "%w %V %T"

# Globally deny access to the WEB-INF directory
<LocationMatch '.*WEB-INF.*'>

deny from all
</LocationMatch>
</IfModule>



Twist Apache(2)

vi /etc/apache2/mods-available/jk.load
LoadModule jk_module /usr/lib/apache2/modules/mod_jk.so

a2enmod jk

create /etc/apache2/workers.properties
# Define 1 real worker using ajp13
worker.list=worker1
# Set properties for worker1 (ajp13)
worker.worker1.type=ajp13
worker.worker1.host=localhost
worker.worker1.port=8009



Twist Apache(3)
create yoursite under /etc/apache2/sites-available

<VirtualHost x.x.x.x:80>
DocumentRoot /home/www/youruser
ServerName www.yourserver.com
ServerAlias yourserver.com
# Other directives here
ServerAdmin info@yourserver.com
<Directory /home/www/youruser >
…
</Directory>

ErrorLog /var/log/apache2/anderror.log
….
CustomLog /var/log/apache2/andaccess.log combined

JkMount /* worker1

</VirtualHost>

a2ensite yoursite



Twist Apache(4)

vi /etc/apache2/conf.d/security
ServerTokens Prod
ServerSignature EMail



Twist Tomcat(1)
create /etc/init.d/tomcat

#!/bin/sh
# Tomcat Startup Script

export CATALINA_HOME=/usr/local/tomcat
export JAVA_HOME=/usr/local/java

export TOMCAT_OWNER=webuser

start() {
echo -n "Starting Tomcat:  "
su $TOMCAT_OWNER -c $CATALINA_HOME/bin/startup.sh
sleep 2

}
stop() {

echo -n "Stopping Tomcat: "
su $TOMCAT_OWNER -c $CATALINA_HOME/bin/shutdown.sh

} …



Twist Tomcat(2)

update-rc.d tomcat defaults

modify the catalina.sh add 
CATALINA_OPTS=CATALINA_OPTS="-server -Xmx270m -Xms270m -
XX:MaxPermSize=192m -Xverify:none -XX:+UseParallelGC -
XX:+UseParallelOldGC -XX:+UseAdaptiveSizePolicy -XX:SurvivorRatio=4 -
XX:TargetSurvivorRatio=90 -XX:MaxTenuringThreshold=31 -XX:+AggressiveOpts"

add maxHttpHeaderSize="8192" maxThreads="150" minSpareThreads="25" 
maxSpareThreads="75" enableLookups="false" disableUploadTimeout="true" 
acceptCount="100" to connect AJP



Twist Tomcat(3)

mkdir www.andapponline.com under /usr/local/tomcat/conf/Catalina

create ROOT.xml under www.andapponline.com

add following to ROOT.xml

<?xml version="1.0" encoding="UTF-8"?>
<Context docBase="/home/webuser/www/andapponline/andappshop-1.0.war" 
workDir="/home/webuser/www/andapponline/work" path=""/>



Search Engine Optimization(1)

1) Find keywords.

2) Put keywords in Page Title.

3) Put keywords in Page URL.

4) Put keywords in Meta Data.

5) Put keywords in your H1 text. 

6) Use keywords in the page content. 

7) Monitor your rank. 



Search Engine Optimization(2)
1) sitemap.xml
<?xml version="1.0" encoding="UTF-8"?>
<urlset

xmlns="http://www.sitemaps.org/schemas/sitemap/0.9"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xsi:schemaLocation="http://www.sitemaps.org/schemas/sitemap/0.9

http://www.sitemaps.org/schemas/sitemap/0.9/sitemap.xsd">
<url>

<loc>http://www.andapponline.com/</loc>
<changefreq>daily</changefreq>
<priority>1.00</priority>

</url>
<url>

<loc>http://www.andapponline.com/user/login</loc>
<changefreq>daily</changefreq>
<priority>0.80</priority>

</url>
<url>



Search Engine Optimization(3)
2) robots.txt
# robots.txt for http://www.andapponline.com/
User-agent: *
Disallow: /owner # This is an private URL space
Disallow: /payment # This is an private URL space
Sitemap: http://www.andapponline.com/sitemap.xml



Search Engine Optimization(4)
3) Html head and meta tags
<html lang="en">
<head>
<title>Android Application Online - <g:layoutTitle/></title>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<meta name="description" content=""/>
<meta name="keywords" content=""/>
<meta name="robots" content="ALL"/>
<meta name="copyright" content="andapponline.com"/>
<meta name="rating" content="General"/>
<meta name="revisit-after" content="5 days"/>
<meta http-equiv="pragma" content="no-cache"/>
<meta http-equiv="language" content="eng"/>
<meta name="author" content="andapponline.com"/>



Search Engine Optimization(5)
4) Tagging



Search Engine Optimization(6)
5) RSS/Feed, bookmark



Search Engine Optimization(7)
6) Twitter, Facebook, Digg, Linkedin, WordPress, Blog, Youtube…
7) Google AdWords, WebMaster Tool, Analytics



netwiser@msn.com
netwiser@gmail.com
james@risguru.com


